Satellite Surveillance of the Sea:

the Technical Evidence1 by Cedric Leboeuf 2 Research Fellow, Prof. Assistant, Centre for Maritime and Oceanic Law Faculty of Law University of Nantes Immensity of sea areas, threats and increased risks because of the importance of maritime traffic, enlargement of vessel sizes, emergence of new risks and new threats under the influence of globalization and technologization of the Society... All these factors justify the increasing number of measures and means monitoring human activities at sea. However, it seems not relevant to consider the theory of Big Brother, leader of the fictional country Oceania 3 , believing in the illusion of a comprehensive and effective control over the entire surface of the Earth.

Nowadays, it appears that everything can be monitored -detectable, observable and controllable. The precision of the statements coming from satellite technologies and the collected information fuel this contemporary fantasy. Diversion of technical means dedicated to the safety of navigation then used for criminal purposes gives us a typical illustration of the duality of the consequences of the implementation of new technical requirements. The Automatic Identification System (AIS) for example, which originally promoted the safety of maritime transit, enables Somali pirates to target the ships to board 4 .

Technology plays an increasing role in the lives of maritime actors. Innovative technical applications are very steadily becoming part of the everyday life of both controllers and controlled people. Developed to meet the requirements of safety and security at sea, these new techniques generate changes in the legal framework of human activities. They turn, sometimes in depth, the standards and the mode of production of the legal norms. The legal concepts of threat and risk are thus subject to changes.

The humanization of technical applications by the law 5 , first revealed by the Labor Law, besieges and goes into the maritime area. The development of satellite applications offers many solutions to practical problems in monitoring. As simple aids to decision adopted by the authorities, the systems combining and interpreting the information include more and more automated features. Even though a real Cyber Law6 does not exist as such, the establishment of a maritime version of an Automatic Fine System has to be considered.

The technology brings new evidence (more or less reliable) to prove the reality of the threat or risk. It brings support to the judge by giving him some new, innovative but nonlegal elements. New information systems impact the standards of evidence. The evolution of legal concepts of threat and risk at sea attests to a transformation of paradigms regarding the admissibility of the evidence. Individual rights are then at the crossroads of the double objective of the new monitoring instruments: under their protection, they are however facing new dangers inherent in the purpose of their use.

The use of satellite technology for maritime surveillance (I) is becoming more widespread because of the advantages that they present for prevention (detection) but also for management (treatment) of the risks and threats at sea. Some technological systems currently operational allow, aboard and ashore, the nearly real-time monitoring of the conditions of navigation, the route, the position of the surrounding vessel, their identity, their cargo... Various spatial means are then put to use and offer, to the crew under supervision as well as the controllers, the possibility of limiting the occurrence of events at sea using communication or visualization tools. However, these systems do not completely exclude all the potential hazards. In the event of litigation, to varying degrees and depending on the legal system in which the action is brought, these technical means may shed light on distant facts and allow the deduction of the relevant responsibilities (II). Considering non-legal but scientific elements, the judge will have to rely on scientific experts what entails a technical approach of the formation of the judgment.

I. The use of satellite capacity for maritime surveillance.

Satellite technology offers the opportunity to remotely monitor human activities at sea. They indicate a willingness to get human and goods flows under control all over the globe. The sea is caught up in a very lucrative business that includes risks and threats, usually well identified, but whose occurrence might be unexpected. While the human dimension -namely the Safeguard of Life at Sea -cannot be excluded from the aims of satellite surveillance, this aspect can be considered as only associated to the desire to secure economic exchanges or to lead to more effective environmental protection. The various deployed space assets and the networking of the national systems using these means (1) demonstrate the magnitude of the phenomenon. Major technological projects allow a real-time tracking of ships, which once combined with extra terrestrial information, is inclined to become the base for the management of State action at sea (2). The technological imperative becomes a keystone of an efficient maritime surveillance across the globe.

Networking the national information systems for the establishment of a comprehensive maritime surveillance

Since the launch of Sputnik by the USSR in 1957, more than 5,000 satellites have been put into orbit. Their growing number reveals the expansion of human activities in space, but also on Earth. The areas of use of these devices are very diverse and we retain, for maritime surveillance, three types of material. Remote sensing satellites have generally the characteristic of being sun-synchronous. These polar orbiting satellites observe a part of the Earth submitted to a constant solar luminosity. They are used for scientific (e.g. observation of the thickness of the ice field) or military purposes. Meteorological satellites also belong to this group. They allow for example weather routing or detection of marine pollution. Communications satellites allow data transfer from one point to another point on earth. AIS data, Long Range Identification and Tracking (LRIT) or monitory Vessel System (VMS) pass through these satellites. These data allow the identification of such vessels in transit by any vessel (AIS) or by the competent maritime authorities (AIS, VMS, LRIT). However, all vessels are not compelled to transmit their location. Some are indeed not bound by any legal norm that requires them to be fitted out with the necessary communications equipment. The satellite positioning or navigation can provide the exact location of an object on earth, in air or in space. Systems like the Global Positioning System (GPS, USA) and the Global Navigation Satellite System (GLONASS, Russia) are currently the two major and publicly accessible systems. The ARGOS system allows the location of markers with an accuracy of about 150 meters. 20,000 ARGOS markers are currently used across the world, the smaller weighting 5 grams and they make possible to determine the migration routes of the migratory species. The monitoring of these markers makes more efficient or even simply possible the control of the activity of the fish vessels for example.

The data collected and transferred by satellite means present a great interest to maritime surveillance only if it they are combined with an information system. The two following examples furnish some elements of certain applications launched to harmonize the conditions of sea monitoring within the EU Member States (MS) legal and organizational frameworks.

As to fisheries control, Regulations EC No. 686/97 of 19th April 1997 and EC No. 1489/97 of 30th July 1997 established a European system of satellite surveillance 7 . Under their provisions, MS are required to implement a tracking system for fishing vessels flying their flag. They can then communicate with the authorities of the MS competent in the fishing area. In France, regional centers for operational surveillance and Rescue (CROSS) are responsible for interpreting these data. Naval units of the Maritime Affairs support them for the operational aspects of the control. The system makes possible to assess whether the vessel is fishing or en route. This eases the cost implied by the deployment of naval or air means to find and control the activities of a vessel suspected of violating the regulations. This also offsets (or even justifies, promotes…) the lack of valuable and available human means. Since January 1 st , 2006, VMS data also relates to the speed and route of vessels over 15 meters in overall length (12m, March 1 st , 2012). Vessels operating exclusively within 12 nautical miles and/or which never spend more than 24 hours at sea are not bound by this obligation. By using this tracking device, a vessel may communicate its geographical position via satellite, simultaneously to the flag State and to the concerned coastal MS, Fisheries monitoring centers (FMC) have been created and are operated either by each Member State, or jointly by several States. As to marine pollution, the European Maritime Safety Agency8 (EMSA) has set up CleanSeaNet that entered in operation on 16 April 2007. This is a near-real-time satellitebased oil spill and vessel monitoring service, which provides a highly technical support for the supervision of maritime areas. Each coastal state has direct access to the system interface and can thus, on the basis of satellite and radar imagery, guide the actions of operational means to the area to ascertain a suspected infringement. Combining these images with data from other systems, such as for example those from SafeSeaNet (system monitoring maritime traffic, based on AIS emissions, also established by EMSA) allows the identification of vessels that were or are present in the area of an observed marine pollution. SafeSeaNet keeps records of 100 million AIS emissions per month in a database whose subsequent consultation allows assessing some of the navigational and environmental conditions of the incidence of the event.

The aforementioned satellite information systems represent a very small fraction of the systems currently in operation worldwide or in development9 . The LRIT system implemented by a data recovery center since July 2009 allows the flag state and the State of destination to know the position of the ship in transit through an emission every 6 hours. More secure than the AIS, LRIT cannot be intercepted by malicious people (without a governmental help…). Apart from technical barriers that occur while overlapping and associating information10 , the real difficulty is the pooling of data of maritime interest11 .

The European Commission (EC) calls for the establishment of a European network for maritime surveillance. It implies necessarily that all the national systems have to be interoperable. Provided by state authorities, the various maritime surveillance activities consider threats and risks that present transnational features. It requires "gradual achievement of an integrated network of vessel tracking and e-navigation systems for European coastal waters and the high seas, including satellite monitoring and long range identification and tracking" 12 . However, as demonstrated by the recent SafeSeaNet Workshop held in Lisbon on 18 and 19 October 2011, the issue of information exchange is a very important one. States underline both legal and technical difficulties. Indeed, beyond the problem of establishing a common vocabulary for all the different actors, there are big questions about the exchange and storage of data13 between the competent authorities of Member States.

Privatization of maritime transit monitoring

The maritime world now faces a great multiplication of its actors quite unlike the previous centuries. The growing willingness to secure the profits thrives on the phenomenon of globalization, diversification of activities but also of threats and risks, on land and at sea, having a more or less direct link with the sea. The privatization of the security of the economic exchanges has become of very high interest. It includes weather routing.

The Fleet Centers, routing companies working for the armaments, advise the captain and offer him the best navigational options as to weather conditions. These companies have a real time display of the vessel position and record the entire transit route. Such practices generate a lot of issues among which is the autonomy of the captain's choice of route. When an event occurs, the liability resulting from the disregard of the advice issued by the private center routing has to be questioned.

The captain of a ship may be subjected to further internal disciplinary action when one of its business functions is questioned. Decisions about navigation being not observable, it seems that no captain could be sanctioned on this basis. However, the increasing number of duties and responsibilities of the master, coupled with ongoing monitoring of its transit activities, directly jeopardizes the autonomy of the captain. In terms of responsibility, this situation is not that different from the one at the entrance of a port. Indeed, "a captain, who does not follow the pilot's advice would take responsibility for damage, which explains that he scrutinizes the advice and balance the risks of following it or not"14 . The International Convention on Standards of Training, Certification and Watchkeeping (STCW) has been transposed in France by the Decree of 22 June 1998 on the responsibilities of companies and crew 15 . It deals directly with the applicable liability regime in case of navigation with a pilot on board. No such obligation results from any law or convention as to the routing center.

"The pilot ensures [...] a public service but is also a private law actor" 16 . His private status stems from the fact he enters into a (sui generis) contract with the captain. The legal consequences of the advices given by the routing center could be considered regarding the litigation arising from activities of marine pilot 17 . Nevertheless, nothing requires the captain to follow the advices of a private company as to navigation issues, unless it is the unregulated commercial pressure of the shipowner... Marine pilots "contribute to the performance of the public service" 18 in order to ensure the security and safety of the marine environment, port infrastructure or even of the trade flows. Community case law has assumed the general economic interest of the activities of the maritime pilots that justifies a restriction of the principle of free movement and the monopoly they enjoy 19 . Even though activities of the routing centers guarantee in some way the safety of the crew and of the marine environment, they do not enjoy such legal privileges.

As to the regime of responsibility or liability of the captain, in case of harmful consequences involving advices of a maritime pilot or a company routing, it may seem easy to assess that the precedents' solutions are similar. The master of a ship has discretion for ship security, which means he is entitled not to follow the recommendations of the fleet center 20 or of the maritime pilot. these two situations are different since different economic interests are at stake. Not to follow the recommendations of a maritime pilot would not, except in some exceptional cases, lead to too high costly delays. The recommendations of a routing center have a different scope especially if the charter party provides for the completion of the journey "with the utmost dispatch" 21 . Not to take the advice of a society might lead to extra costs and a longer journey. But the choice to be made by the master is not easy when security or/and safety of navigation collide with commercial imperatives.

The technical facilities and their use have led to new legal, social and economic situations. They make possible a real-time monitoring of the activities of the captain at sea and not only in defined areas, known to be dangerous or sensitive. The nub of the matter is "the emergence of modern technology in navigation" 22 . The scope of clauses of charter parties varies under the impact of new communication technologies and weather forecasting means… These clauses actually raise a fundamental question as they concern directly the (re-)routing measures recommended by a center employed by the shipowner, whose captain is the agent on board... The predictability of weather-related hazards associated with a realtime visualization of the location of the ship confers the power on the shipowner to monitor the captain's route options. It can be seen as a control of the commercial activities of the captain. "Who ultimately will decide: Captain or routing society?" 23 Immediacy of the advices generates psychological consequences on the activity, the role and the status of the master of a ship.

The networking of maritime surveillance systems, whether private or public, is one of the great challenges of the early twenty-first century. Interoperability is a technical imperative. From the perspective of cooperation between the actors controlling the human activities at sea, the public-private relations have to be organized even though the two dimensions are pursuing different interests. Technologization of the surveillance and inspection rules does not distinguish between private and public spheres. It interferes in all areas and is now a component of the very organization of the maritime activities. Technologization invests as well the field of litigation. The use of scientific theories in the courts is becoming more and more prevalent as a direct result of the use of advanced technical systems. Science and its applications allow management and maritime surveillance 19 to be more effective. In case of litigation however, there exists a huge need for clarification that only specialists can provide. Scientific expertise becomes thus a key element and a reality in the drawing up of the judgments.

II. Scientific expertise of evidences arisen out of technological systems

Technification of the modalities of the sea surveillance and control induces a complexification of maritime disputes. The rules on admissibility of evidence must adapt to the widespread use of technical applications. The very sequence of the trial is changed, is influenced. Technologisation of maritime activities and their management reopens in a sense controversy about technical versus moral norms, initiated notably by the medical law 24 . Does Science know best how to prove and demonstrate the involved responsibilities or liabilities? Who to trust and why? Do technological proofs have the same or even a better legal value than oral, human evidences? Are they trust worthier? During litigation, technical elements are not perceived and received in the same manner depending on the legal systems (1). Technical elements have a slightly different value in Anglo-Saxon and Continental legal traditions. However, each system provides a central place to the scientific expertise that interprets these techniques and enlightens the judge (2).

The admissibility of the technical evidence in the legal Anglo-Saxon and Continental systems

The admissibility of evidence during a trial depends essentially on the legal system in which the case is introduced. These systems are indeed the transcription of values and norms that have been formed during the past centuries. They also demonstrate the heterogeneity of the notions of Justice in the world. International Justice has had the opportunity to file and examine technical exhibits stemming directly from a satellite application. In a case introduced in 1996 about boundaries delimitation between Botswana to Namibia, the International Court of Justice established in 1999 the provisions of its judgment on the basis of "aerial photographs of the area concerned taken between 1925 and 1985 show a northern channel that is wider than the southern one. The satellite pictures taken in June 1975 then in March 1995 and June 1996 -i.e. in both the dry and rainy seasons -show the northern channel as being wider than the southern channel. The Court concludes that apart from the season of flooding that is indeed the situation" 25 . This decision does obviously not imply a generalization of the use of satellite images in such cases.

In the USA, the hearsay rule 26 defines the admissibility of oral evidences and deals more specifically with a declaration made in court by a person who has no direct connection with the alleged fact. Strict application of this rule precludes admissibility of satellite pictures. This rule is however full of subtleties. It is admitted in legal systems that the record alone is not conclusive. In case of litigation, it is nevertheless of great interest. Its probative value derives from an expert's testimony based on his own scientific knowledge. The supporting scientific arguments make the technical element become an evidence, exhibit or proof. A relatively well-stocked American jurisprudence holds the satellite readings as evidence [START_REF] Kenneth | Legal Challenges And Market Rewards To The Use and Acceptance Of Remote Sensing And Digital Information as Evidence[END_REF] . Several cases deal about the location of incidents established by satellite photography 28 . Some techniques of observation and image capture are even recognized by the courts as sufficiently reliable not to require an evaluation of their dependability. The NutraSweet Co. v. XL Engineering Co. case 29 (2000) established that techniques of interpretation of aerial photos were sufficiently accepted by the scientific community to accept these pictures as evidence without being questioned. CCTV in the United Kingdom, associated with a treatment information system, makes possible the sentencing of fines that are automatically addressed to the vehicle users whose license plates have been scanned [START_REF] Jobard | L'administration de la preuve pénale sous l'influence des techniques et des technologies (France, Allemagne, Grande-Bretagne)[END_REF] . Using very complex processes, sometimes occurring in a context of fighting terrorism [START_REF] Walker | Risk, political violence and policing the City of London[END_REF] , its generalization is already very well advanced [START_REF] Gautron | La fin de la singularité du modèle français de prévention de la délinquance[END_REF] .

Reliability of information acquisition techniques used for the purposes of litigation has been going on for some time, but the issue has not been resolved. Indeed, is the technical proof more reliable than traditional evidence (confession, testimony, minutes...)? The analysis of police practices demonstrates that the technical proof is in fact more reliable as it is a technological extension of the officer [START_REF] Jobard | Preuves hybrides[END_REF] . The data acquisition systems, including satellite ones, are finally not more than the technicized arm of the judicial body. The dual legal system of South Africa, combining both common law and civil law has adopted specific legislation regarding the admissibility of evidence in fisheries litigation. The declaration outlined the features of the required cameras that capture the images as well as the characteristics of the taken shots themselves 34 .

In continental law, the rules of evidence state that a sole technical element would not ground for liability. In fisheries control, only the presence of an official report drawn up by an enforcement officer will introduce a statement or a satellite photograph as exhibit. Regardless of the fact that the burden of proof depends essentially on the principle of legality (a proof cannot be given through an unfair or illegal practice), the evidence can be produced by any means. The French Code of Criminal Procedure provides in this regard that "except in cases where the law provides otherwise, the offenses may be proved by any mode of proof and the judge decides according to his personal conviction" 35 . Photographic records and satellite elements are therefore likely to prove an offense. The use of these shots in litigation ordering the investigation is usual but the formation of judgment and conviction of the judge is always based on the record. Evidence by the image does not seem to be established without the presence of a statement of an agent expressly authorized by the law 36 . Under French law, this almost absolute probative value emerges from the fact that the reports have value of proof until evidence of the contrary is provided. This state is accentuated if photographs -that could be satellite 37 -attached to the minutes explicitly link "clearly and unambiguously" its findings.

Like the cases handled by the common law jurisdictions, where no finding of a breach by an authorized officer can be found, the admissibility of the photograph or any information presenting a maritime interest, place the scientific expertise at the heart of debates. In this case, this would amount to recognize to the voice of an expert a similar probative force as the enforcement officer one's. The debate initiated, however, is hardly new. It refers to the difference between probative force and probative value, which is significant especially within the legal continental systems. Faced with widespread use of remote monitoring systems, a new question arises from litigations where no intervention of enforcement officers in situ is possible. Developments of these global control practices could lead to judicial excesses. If humans can be monitored at sea, is it in the same conditions as on land? Can a satellite photograph provide evidence of an offense with as much reliability as the photograph of the traffic radar systems 38 ? The immediate answer to this question might be negative. Yet the importance of the experts during litigations, asked to provide the necessary keys of the understanding of non legal but exclusively technical elements, seems to pave the way for a reconsideration of this state jurisprudentially recognized.

Scientific expertise and establishment of truth

Under French law, the scientific expert involved in a dispute seems to strengthen the probative value of an official report. He will help to expand the details of the factual elements that the judge examines to form his own opinion. Two recent cases 39 do not follow the line of the previous rulings established by the Traquair 40 case in 1996. In this latter case, photograph has been recognized as sufficiently reliable and detailed to establish responsibilities. The presumption of evidence by the image seems to have been finally swept. The Normanna case also demonstrates the importance of scientific expertise without which, by applying the Traquair reasoning, responsibility, for a spill that was not composed of oil, would have been retained. Yet the official report noticed a marine pollution corroborated by aerial photographs. During the trial, the expert stated "no photograph presents a sheen made 36 of iridescence (evidence of transformation of light, characteristic of the hydrocarbon) or semi-liquid mud. There were no "classic" hydrocarbon visible in the photos of the release" [START_REF][END_REF] .

The emphasis on expertise in legal proceedings has a considerable and growing importance. Under U.S. law, it is so important that the lack of experience of the person interpreting satellite photographs can exclude its use as evidence 42 . Some procedures are even testing the skills of the expert and the result could have a direct impact on its regularity. The qualifications of the expert will even determine the value of the evidence. These procedures could be seen as a protective reflex, a safeguard of humanity against a technologized Justice. A 2005 report of British Members 43 of the House of Commons highlights the central role of the expert during the formation of the judgment.

He brings the elements necessary to the understanding of the technical fact. During a procedure, the expert's knowledge is undeniably serving the Justice. The course of the trial shows that a certain legal alchemy goes beyond the immediate scope of the scientific presentation. Indeed, C. Pamplin, editor of the UK Register of Expert Witnesses in 2005 states that "undoubtedly, there are some expert witnesses which when they stand up in court bring with them a very strong persuasive element to their evidence. And their evidence takes on a greater weight because of the way they deliver it" 44 . In continental law, the situation of the scientific expert in the witness box is no different. It is then likely that the oral presentation counterbalances some scientific uncertainties. In contrast, "an expert with sound scientific knowledge is sometimes completely destabilized by the environment of the courtroom. In some cases, the eloquence of figures may pale in comparison to the eloquence of the high-flying barristers" [START_REF] Savart | L'expertise scientifique en matière pénale[END_REF] .

Besides, there are technologies that do not -or no more -require the interpretation of an expert simply because they are broadly accepted. For example, VMS use technologies such as the GPS. This latter technology is so well established in the societal mores that no rule requires a test of the dependability of the system 46 . Yet in fisheries control, the use of the GPS raises some difficulties, as it is not that accurate 47 . The control of the equipment can still be exercised to exclude an argument about its outdated or run-down state 48 . Under French law, the plaintiff must in any case submit evidence in rebuttal to the accuracy of the GPS positioning 49 . The GPS data record and length of detention within a system is also taken into account and may lead to opposite arguments held before the court 50 .

Under U.S. law, most courts assess the broad acceptance enjoyed by the evidence, i.e. its observed technical value commonly accepted by the scientific community 51 . The necessity of the use of an expert is then deduced. Some procedures are well-determined by the jurisprudence. The Frye test provides an initial identification of the field in which falls the theory emphasizing the new technique. This allows them to determine whether or not this new technique is commonly recognized by the scientists. U.S. Daubert 52 test follows almost exactly the same procedure as the test. It however includes the global recognition demonstrated notably by the fact that the theory has been published and that the likely rate of errors of its application is known. In the Daubert case, the Court made a reversal of the procedure on Frye since it "has noted that the "austere standard" of the Frye procedure was contrary to the liberal Federal Rules of Evidence and warned against the establishment of a stifling and repressive scientific orthodoxy" 53 .

These US well-defined procedures do not seem to be established so accurately in the UK 54 or in France. However, even though there is no legal norms or case-law establishing the procedure to assess the legal validity of a scientific theory, "to admit a new technique or a totally new methodology, [the judge] relies on objective, practical and reasonable, at least understandable and convincing to the defendant as to the community of citizens. In this approach, a dialogue is factually initiated with the relevant specialists" [START_REF] Canivet | Le juge entre progrès scientifique…[END_REF] .

Concluding Remarks

The trend towards a return to the ordinary law of evidence in France justifies the use of information processing and sensing systems as mere tools. They are indeed not automated control devices handling crimes at sea like it is the case for the land traffic. They originally intend to improve the projection and the coordination of operational means at sea. They also ground the basis for the emergence of a real network of sea surveillance systems. The transmission of information, which requires interoperability of national systems, is the key. Satellite technologies reinforce the belief in a cleaner, safer and more secure world. The numerous applications developed and commercialized on the security and safety market entail yet more complex control procedures. This involves the drawing up of technical standards of the relations between all the maritime actors and their activities, whether they are private or public.
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