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Community wireless networks,
intermediary liability and the
McFadden CJEU case

Federica Giovanella and Mélanie Dulong de Rosnay

1. Introduction

This article focuses on the possible implications of the McFadden
decision' by the Court of Justice of the European Union (CJEU) on
the development and sustainability of community networks (CNs).
CNs provide internet connectivity through open wi-fi, normally based
on distributed infrastructure and wireless technologies, that enable
users to create an open, community owned and run, network.

CNs constitute a grassroots alternative to commercial internet
service providers (ISPs): as infrastructure commons, they have the
potential to be participatory, democratic, and more respectful of
communications privacy.

The possibility of offering open wi-fi is one of the main issues at
stake in the McFadden case. This article explains how the CJEU
decision is likely to affect the fate and the design of CNs. Particular
attention is paid to the effect of the decision on the organisational
shaping of CNs in Europe and structural changes CNs may have to
consider implementing:

B the donation policy, the fee or absence thereof, as the decision
refers to the commercial status of providers;

® the legal status (network operator, intermediary, internet service
provider) and the existence of a legal representative, or the
absence thereof in the case of very decentralised CNs;

B possible warranties and disclaimers contained in the service
Terms of Use;

® the technological decentralised architecture, impacting and
impacted by possible password, data retention and registration
obligations.

After describing what are CNs and how they work (part 2), the
article presents the liability challenges for CNs and in particular
the hurdles to assign liability (part 3 3) and the specific situation
of the ‘Stérerhaftung’, the legal doctrine that provides that a wi-fi
operator is responsible for users’ wrongdoings in Germany, the
jurisdiction of origin of the McFadden case.

The article then analyses in detail the McFadden decision (part 4)
and its implications for the organisational shaping of CNs accor-
ding to selected design features (part 5). It finally draws some
conclusions on future scenarios (part 6).

2. The structure of community networks

A CN is a distributed network organised with a bottom-up
approach. Network devices are placed in people’s houses and
interconnected to one another with an unplanned topology. The
interconnection is normally wireless over unlicensed bands, but in
some cases the community is also able to include wired intercon-
nections. Most CNs are mesh networks and require routing: distri-
buted routing protocols take care of identifying the correct path
from the sender to the destination and every node participates in
routing the other’s messages. CNs do not need careful planning
and/or a predefined number of nodes: when a core of nodes

is active, the network can be enlarged simply by adding more
nodes, which, in turn, will be the entry points for future partici-
pants that want to join. The only technical requirement is to be in
the wireless communication range (up to several kilometres with
directive antennas) of an existing node.

CNs may also offer some internal local services, as for instance
social networks, telephony and messaging; these services are
managed by the people of the community and are independent
from the mainstream internet access services, which can be either
simple ADSL connections shared by the users (so called ‘gateway
nodes’), or high speed connections sponsored by the community
itself. In the latter case, the CN is also considered a bottom-up ISP,

CNs rely on ethical values of participation, sustainability?,
universal access, net neutrality and privacy. They are built, owned,
managed and used by the community as a commons®.

The distributed infrastructure of the network reflects (and is
reflected in) a peer-to-peer organisation where there is no hierar-
chical structure either in technical or in social terms. A technopo-
litical utopia, ‘the desire of mesh network developers is to give the
Net a technical structure which makes it difficult to impose any
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top-down control structure.”* For Benkler, ‘The main challenge to
leveraging this fact into a decentralization of power over wireless
networks is to design technical and contractual systems that can
permit unrelated individuals to share access to their diversely
owned wireless spots’.®

As for their internal governance, most CNs do not have written
norms regulating relations between users. Communities normally
adopt soft regulatory tools as terms of use for their services,
manifestos with general egalitarian principles, such as the
‘Picopeering Agreement’®. Other CNs implement different, more
structured instruments, as for instance the ‘Compact for a Free,
Open & Neutral Network” (FONN Compact)” of the Catalan
network ‘Guifi.net’. The FONN is basically a licence binding both
the network and the users.

Finally, CNs often rely also on anonymity. Even though the
majority of CNs provide static IP public addresses to their
members/subscribers, some of them — such as the Italian network
Ninux.org — do not assign IP addresses. In fact, although each
node has an ‘internet protocol’ (IP) address, users choose their
own IP address and can change it at any time, which makes it
irrelevant to search for and allocate liability based on IP addresses.
Some networks keep track of the modification in IP addresses
while some would not be able to do so because of their under-
lying technical design choices. This means that they cannot be
considered highly reliable; in turn, this means that even if the

IP address is known, it would be almost impossible to identify

the person who was using that number at a given moment. The
scenario is further complicated by the simultaneous application of
anonymisation software or encryption techniques.

All these features may affect the way law applies to these
networks. This paper focuses mainly on intermediary liability
aspects, which are those touched upon by the CJEU’s decision in
McFadden.

3. Liability issues in community networks

The distributed architecture of CNs creates several legal
challenges.

Distribution causes the fragmentation of data and conduct, so
that it becomes difficult, or even impossible, to understand who
committed a specific action, or even to determine if an action was
caused by a single identifiable person®. In fact, since the possibly
illicit action might be assigned to a high number of different users’
machines, it is not only technically but also legally very proble-
matic to understand who contributed to the violation of a right®.

In the realm of tort law, the above described features of CNs allow
the consideration of at least three different scenarios, involving
the three main actors of CNs: the end user, the internet service
provider, and the CN itself™°.

3.1 End user

A single user can either be held liable for her own conduct or,

if routing another user’s data, for taking part in the action of the
other user or facilitating it. In such cases, givien the lack of harmo-
nisation in the general civil liability sector, ordinary rules of civil
liability of each Member State wall apply.

In both circumstances, the first step to be taken to enforce the
infringed right would be to identify the person behind the screen.

However, this goal might be difficult to achieve due to the high
level of anonymity and fragmentation that characterises CNs. The
structure of CNs poses new obstacles to traditional laws, where
acting against the actual wrongdoer would be the most direct
approach.

3.2 Community networks as entities

Another possibility is that the CN itself — as an entity - could be
accountable for what happens inside the network. However, CNs
are often neither incorporated as companies, nor even have a
clear structure, with a person in charge of the community who
could be considered liable in case of wrongful actions. In the
Italy cases, Ninux does not have legal personality and it would
not be possible to sue a legal person. A partially different case is
where CNs organise themselves as (or are run by) foundations
or associations, as Guifi.net. Foundations and associations will
normally have a legal representative, in the form of a committee
or a president, who could be accountable for the actions of

the members. Even though this depends again on national law,
normally foundations and association (must) also have financial
assets on which the whole activity is based, and from which fines
and other legal fees could be extracted.

It should be noted, however, taking Guifi.net as an example,

that its FONN Compact explicitly includes a section devoted to
‘Security and Responsibility”. This section states that the ‘open
network is not responsible for any damage a user may suffer
during its use’ and that ‘each user is responsible for his use of
the network, the contents he contributes and his act’. The same
sections also clarify that private networks connected to Guifi.

net are excluded from the application of the FONN itself. These
provisions aim at shielding Guifi.net (and the foundation) from
liability in case of wrongful actions, in a way akin to what a
commercial ISP would do. This means that, despite the existence
of a foundation which could theoretically be held liable for users’
wrongful conducts, the FONN shifts risks to the users accepting its
conditions.

3.3 Internet service providers

When the wrongdoing is committed through a gateway node,
another subject comes into play: the ISP ISPs’ liability is regulated
by national transpositions of Directive 2000/31 on Electronic
Commerce"'. The Directive allows providers to be shielded from
liability if they meet specific requirements'. If they do not comply
with the requirement of the Directive — and its implementation

— providers can be held liable for a third party’s conduct. On the
contrary, if the requirements introduced by Directive 2000/31 are
met, the provider will be exempt from liability, meaning that it will
not be obliged to pay damages even if its conduct did somehow
cause the damage. However, such exemptions do not prevent
national courts from requiring the ISP to terminate or to prevent
an infringement, exactly as in the case of injunctions (art 12.3).

The Directive introduces three different kinds of providers - access
providers, caching providers and hosting providers — but only
access providers might be affected by the McFadden decision
analysed here.

3.3.1 Access providers

The situation applicable to CNs is the one involving the access
provider (or ‘mere-conduit’ provider), whose liability limitation
is introduced by article 12 of the Directive. Mere-conduit provi-
ders — that is those affected by the McFadden decision analysed
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here— are described by the Directive as those whose service
consists in ‘transmission in a communication network of infor-
mation provided by a recipient of the service, or the provision of
access to a communication network’. Such intermediaries are not
liable for user’s conduct provided they do not (a) initiate the trans-
mission; (b) select the receiver of the transmission; and (c) select
or modify the information contained in the transmission.

Access providers normally rely on contractual clauses through
which they forbid their customers to share the connection; in so
doing they limit their responsibility. If the user/node opens his/her
connection to the network he/she breaches the contract. He/she
could therefore be considered liable for breach of contract and
be asked to pay for the loss suffered by the provider in case an
illicit action took place through the gateway and caused damage
to someone’'.

As for the gateway node, since it has a public IP address assigned
by its access provider, the owner of the node would be identi-
fiable and could be sued for damages directly by the victim of
the wrongdoing. However, it should not be taken for granted that
a user could be considered liable for another person’s conduct.
Indeed, national laws would apply: for instance the Italian
framework for tort law would not allow liability to be placed on
the gateway node for the activity of another user, since no general
clauses exist on third-party liability™.

Nonetheless, making the hypothesis that the gateway could be
liable for another user’s illicit action, once it had obtained an IP
number, the plaintiff could ask a judge for a motion to obtain the
identity of the subscriber. If a court grants this kind of motion,
the gateway user’s access provider matches the access data with
the identification data of its customer, obtaining the real identity
of the gateway subject, who can in turn be sued or contacted for
a settlement by the plaintiff'®. This possibility has already been
tested at both national and European level, for cases of copyright
infringement. In Europe, the conflict between the need for enfor-
cement and users’ personal data protection has very often been
solved by judges in favour of the latter'®. This would be yet
another obstacle to the enforcement of rights.

3.3.2 Open wi-fi: duty of care versus negligent conduct

A different case might be one where the law considers leaving a
wi-fi connection open to anyone to be tantamount to negligent
conduct. In other words, when law imposes on users a specific
duty of care for their internet connection, the fact of not protec-
ting the connection could make them liable. A few European
countries adopt this rule. A clear example is the French one: the
so called 'HADOPI" law requires internet subscribers to make sure
that their wi-fi connections are not used to infringe copyright.
However, it is currently not clear how one should comply with
this obligation'”. Some hold that subscribers should secure their
network by means of passwords, in order to avoid incurring liabi-
lity for third parties’ infringement of copyrighted works'®.

Germany represents an even more interesting case worth detailed
analysis in particular because it also related to the system from
which the McFadden case emerged.

3.3.3 The German doctrine of ‘Storerhaftung’ applied to open
wireless networks

Although there is no specific provision that introduces liabi-
lity for third party’s conduct for the case of unsecured wi-fi,
the Bundesgerichthof (BCH — the German Supreme Court) has

applied analogically § 1004 of the German Civil Code (BGB)
which offers injunctive relief against infringement of property to
infringement of IPR'. The concept is the one of ‘Stérerhaftung’,
meaning ‘liability of the interferer’?. This liability is a form of strict
liability, but limited to injunctions?', that is: limited to measures
that aim at stopping the infringing activity or at preventing it for
the future. These injunctions can be granted only when three
conditions are satisfied:

® first, there must be an adequate causal contribution to the
activity of the infringing party;

B second, there must have been a legal and factual possibility to
avoid the third party’s infringement;

B third, the subject must violate a reasonable duty of care or
monitoring duty aimed at preventing infringements?2.

In spite of this doctrine, as a consequence of the implemen-
tation of Directive 2000/31, intermediaries (theoretically)

enjoyed anyway the limitation of liability briefly described
above, laid down in articles 7-10 of the German Tele-Media Act
(Telemediengesetz)**. However, the applicability of these provi-
sions to wi-fi operators is not entirely definite; it is not the case
that the German legislator recently introduced a specific provision
that extends these liability limitations to wi-fi ISPs.

As mentioned, the BGH has sanctioned the liability of a person
for unsecure wi-fi, both in private networks and in commercial
networks.

In the 2010 case ‘Sommer unseres Lebens’** the BGH considered
a private owner of an unprotected wi-fi network to be liable for
copyright infringement committed by an unidentified person.

The owner of the network should have protected it with safety
measures to prevent the misuse of third parties®. The suitability of
the measures should have been assessed considering the technical
standards applicable when the modem was installed. The fact that
the owner had not replaced the password set by the producer

of the router was enough for the court to hold the owner liable
for the violation of a specific duty of care?. Other courts took a
different approach and held that the password set by the producer
was a sufficient protection?. In the Sommer unseres Lebens the
BGH did not even consider the application of the liability exemp-
tion introduced by Directive 2000/312.

3.3.3.1 The case of commercial open wireless networks

A partially different approach is adopted by the courts with
regards to commercially used open wireless networks. It seems
that differences exist between the case of networks accessible only
by users known by name (as in hotels) and networks accessible by
unknown users.

For instance, the Court of Frankfurt am Mein held that a hotel
owner is not responsible for copyright infringement committed

by an unidentified individual, when the network was protected
with industry standard encryption technology®. In a case invol-
ving the owner of a holiday apartment, the same court considered
the owner not liable as he had instructed his guests not to use the
wi-fi network for illicit actions™®.

In another case, the district court of Hamburg applied the liability
limitation of the Tele Media Act to the wireless network operated
by the owner of a hotel*".
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Hence, basically when a provider of a commercial network can
know the users by name, password protection or instructions to
users are enough to shield her from liability*2.

3.3.3.2 The case of unknown users

In cases where users are unknown, courts have adopted fluctua-
ting decisions. In a case involving an internet café, the Regional
Court of Hamburg held that the owner was liable since he had
not blocked the ports that were used by unknown clients to share
copyrighted files®.

In 2014 the district court of Berlin-Charlottenburg decided on a
lawsuit involving Freifunk, the main German CN. The court ruled
out the liability of the operator of the Freifunk wi-fi hotspot under
the doctrine of Storerhaftung. Interestingly, the court discussed
whether the network operator had violated a duty of care and

it stressed the importance of not impairing the business of ‘free
radio’. More precisely, the court stated that imposing upon the
owner an obligation to block certain ports or DNS or to instruct all
the users would place an excessive burden on the owner.

This was the legal framework for open wi-fi when the Munich
Regional Court asked for a preliminary ruling in the McFadden
case.

4.The 2016 European Court of Justice’s
decision in McFadden

4.1 Background of the case: an open wireless local area
network (WLAN)

On 15 September 2016 the Court of Justice of the European
Union adopted a decision in a case that could potentially affect
any CN in Europe®.

The request for a preliminary ruling was made by the Munich
Regional Court in Germany in a process pending between Tobias
McFadden and Sony Music Entertainment Germany GmBH.

Tobias McFadden owns a shop where he sells and leases lighting
and sound systems. Within his shop, Mr McFadden runs a
wireless local area network (WLAN) free of charge; access to the
network was intentionally open to anyone and not protected by
a password, to allow customers to use it and to draw passers-by’s
attention.

In September 2010, by means of this WLAN a musical work

was made available to the public on the internet free of charge,
without the consent of the right holders. Sony Music, the
producer and the right holder of that work, sent a formal notice

to Mr McFadden to obtain protection of its rights on the musical
work. As a response, Mr McFadden brought an action to obtain a
negative declaration (so called ‘negative Feststellungsklage’) before
the Munich Regional Court.

Sony counterclaimed asking for damages compensation on the
ground of direct liability for copyright infringement. The company
also asked an injunction, meaning: an order from the judge to
stop McFadden’s allegedly infringing activities.

In January 2014, the Munich court dismissed Mr McFadden’s
action and upheld Sony’s counterclaims. Tobias McFadden
appealed the decision, arguing that he is exempted from liabi-
lity thanks to article 12.1 of Directive 2000/31 (§ 8 of the
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Telemediengesetz). As referred to above, Directive 2000/31 intro-
duced internet service providers’ liability exemptions; in parti-
cular, article 12 deals with mere-conduit (or access) providers.

Consequently, Sony argued that in the event that the Munich
court would not find Mr McFadden directly liable, it should
apply the Stérerhaftung doctrine as McFadden had not secured
his wireless network, so allowing third parties to infringe Sony’s
copyright.

Paragraph 97 of the German Law on Copyright (Cesetz

tiber Urheberrecht und verwandte Schutzrechte —
Urheberrechtsgesetz)*® introduces the right for the copyright
holder to ask for an injunction and for damages compensation

in case of copyright infringement. This paragraph has been inter-
preted as applicable to both direct (Taterhaftung) and indirect
infringements (St6rerhaftung). As already explained, a person that
contributed to the infringement committed by another person,
either voluntary or with a sufficient degree of causation, can be
considered a Stérer, meaning: an indirect infringer®’.

4.2 The questions asked by the Munich court to the EC)

The Munich court considered it to be plausible that the viola-
tion of Sony’s rights was not committed by Mr McFadden, but
by another party. At the same time, the German court was

also inclined to consider Tobias McFadden liable under the
Storerhaftung doctrine. However, the court was not sure whether
the exemption provided by article 12, Directive 2000/31 was or
was not applicable to Mr McFadden; as if it was, he could not be
considered liable at all.

In such a situation, the German court referred the case to the
CJEU asking for an interpretation of some European Directives
and asked ten different questions, that for the purposes of this
article can be essentially traced back to two main issues:

1 Can a free WLAN operator be qualified as ‘provider of infor-
mation society services’ and enjoy the liability limitations
introduced by article 12, Directive 2000/31 applicable to a
WLAN operator?

2 What measures should a provider adopt to avoid liability for
third party’s intellectual property rights infringement?

4.2.1 What is a provider of information society services?

The first question can be answered only by interpreting the defini-
tion of ‘information society service’ included in Directive 98/34
and recalled by Directive 2000/31. An information society service
is meant as any service normally provided for remuneration, by
electronic means and at the individual request of a recipient of
services (art 1(2) Directive 98/34). Hence, services have to be
considered as ‘services normally provided for remuneration’ in
exactly the same vein as in article 57 TFUE.

In fact, recital 18 of Directive 2000/31 specifies that information
society services must be an economic activity. However, this does
not mean that the ‘remuneration” has to come from clients or
customers; it would be enough that the service is provided with
the aim of advertising goods or services sold by the same service
provider®.

Hence, Mr McFadden’s service can be considered as an ‘informa-
tion society service’ and enjoy the liability exemptions provided
by article 12, Directive 2000/314.
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Upon the request of the referring court, the CJEU also clarified
that article 12 of Directive 2000/31, on mere-conduit provi-

ders, refers to services that involve the transmission in a commu-
nication network of information. Such activity must be of mere
technical and passive nature, as described by recital 42 of the
same Directive. To enjoy the limitation of liability provided by
article 12, a provider’s activity should not go beyond this technical
nature. The Directive requires no other conditions to allow a
provider to enjoy the liability limitation*'.

4.2.2 What measures should a provider implement to avoid
liability for infringement?

The most interesting point of the judgment, and probably the one
that will probably have more effect onthe future of open wi-fi
networks, is what kind of measure should a provider of open
wi-fi adopt to avoid infringements and subsequent liability. This
question entails another one: is a provider enjoying the liability
exemptions of article 12 shielded only from damages or is it also
shielded from injunctions?

The Munich court asked whether Directives 2001/29** and
2004/48* — that relate to copyright in the information society

and to intellectual property rights enforcement — read in conjunc-
tion with article 12 of Directive 2000/31 preclude the grant of an
injunction against an intermediary when it has already been ascer-
tained that the only technical measures that the provider may
adopt are in practice :

B to terminate the account,
B or to password-protect the access to the network,
B or to examine all communications passing through the network.

The CJEU held that different rights should be taken into account
in deciding these issues. First, copyright deserves protection, as
article 17.2 of the Charter of Fundamental Rights of the European
Union states. At the same time, however, it is necessary to
consider access provider’s freedom to conduct a business (art 16
of the Charter), that could be compromised by the injunction
requested, as well as users’ freedom of information protected by
article 11 of the Charter.

As the Court of Justice declared in the 2008 Promusicae case,
when numerous rights are at stake, it is for the Member States’
authorities to ensure a fair balance amongst these rights*. In
addition, as stated in the UPC Telekabel Wien case, when it is the
access provider that can determine which measure to adopt to
achieve the result sought by the copyright holder, this measure
should be a way to strike a fair balance®.

4.2.3 Monitoring, termination, and password protection as
possible measures and how they clash with fundamental rights

The Court of Justice did not consider any possible solution to the
problem of copyright infringement by open wi-fi networks. The
judges only analysed the three measures that according to the
referring court can be adopted in the case in question, namely:

B the examination of all communications passing through the
network. The CJUE stated that such a measure would be in
contrast with article 15 of Directive 2000/31, that excludes
the imposition on service providers of a general obligation to
monitor:

B The termination of the account: this solution would cause
serious impediment to the freedom to conduct a business,
although in the case at issue this is only a secondary activity for
Mr McFadden; hence it would not allow the striking of a fair
balance amongst the various rights.

B The password protection of the internet connection: such
measure could instead strike a fair balance, given that, although
it would affect both freedom to conduct a business and users’
freedom of information, it would limit both rights only margi-
nally. In particular, it would not deeply affect the freedom of
information of the recipient, as such a connection would be
only one of the many ways to access the internet. However,
as we will discuss in the part of this article on the implica-
tions of the decision, there could be two ways to interpret the
position on the password: either password protection satisfies
the balance of rights, or, on the contrary, password protection is
acceptable if it satisfies the balance of rights, which it arguably
does not.

Moreover in general, when a provider adopts an injunction, it
must ensure that the measure prevents unauthorised access to
the copyrighted material, or at least makes it very discouraging for
internet users*.

The Court of Justice therefore held that password protecting a
connection can be a deterrent to copyright infringing activities,
as long as users are required to identify themselves to obtain the
password and do not act anonymously.

In conclusion, given that the other two measures do not allow the
striking of a fair balance, the CJEU found that another measure
should be adopted to ensure effective copyright protection and it
is debatable whether password protection achieves the required
balance of rights.

5.The possible impact of McFadden for
community networks as providers

Many of the answers given by the CJEU deal with providers’ liabi-
lity and will not affect CNs and their development. However,

at least two main issues should be analysed more thoroughly to
understand what kind of consequences they might have on CNs.

The issues are those arising from the questions/answers numbers
1,5,9,10.

5.1 Applicability of the liability limitation: how to
distinguish ancillary and commercial activity in the
absence of a payment

Question 1 concerned the applicability to Mr McFadden’s
network of the liability limitations introduced by Directive
2000/31 for providers. The court considered the Directive appli-
cable to McFadden'’s offer of an internet connection. The same
conclusion was also reached by Advocate General Szpunar®’.
The key point was that even though Mr McFadden offered the
connection for free, such offer was made in the context of his
main economic activity. It was a way to advertise his business, to
make passers-by aware of the existence of the shop. Although

it was a merely ancillary activity, this has to be considered as

an information society service, because it is strictly related to
another economic activity. Hence, it is considered to be ‘made for
remuneration’, despite the fact that there is no direct remunera-
tion from clients/users.

Communications Law Vol. 22, No. 1, 2017




Community wireless networks, intermediary liability and the McFadden CJEU case

The implication for CNs of such an interpretation is that unless
there is a form of remuneration, they would be outside the
eCommerce Directive. Only in the case that a CNs offered other
services, being paid in one way or another by users, could it be
considered as a service provider and enjoy the corresponding
limitations on liability for a third party’s conduct*®.

At the same time, if one of the gateway nodes is run by a shop
owner or by a company, the person owning the node would
probably enjoy the limitations provided by Directive 2000/31.
Indeed, in such instances, providing an internet connection would
be an ancillary activity to the main economic one, exactly as in
the case of Mr McFadden.

It is interesting to note that while the case was pending before the
Court of Justice the German legislator amended the law on media
and communications and extended the liability exemptions for
access providers to providers that offer wi-fi connection®.

5.2 Risks and drawbacks of injunctions requiring the
application of password protection as identified by
Advocate General Szpunar

Questions 5, 9, and 10, concerned the possibility of granting an
injunction against a provider in order to protect copyright and
requiring alternatively the implementation of one of the three
measures which have been identified and analysed with regards
to possible clashes with fundamental rights:

1 control the information passing through the connection;
2 terminate the connection;
3 puta password to protect the connection.

The Court of Justice found that only the measure of password-
protecting the connection would allow to reach a fair balance

to be reached amongst the different rights at stake: it would not
restrict too much either the freedom to conduct a business or

the freedom of information. The court also specified that such a
measure would be appropriate provided that users are required to
identify themselves in order to obtain the password.

Advocate General Szpunar had however reached a different
solution®®. Contrary to what the Court of Justice held, he consi-
dered that the obligation to make wi-fi secure would actually
undermine the business model of those offering internet connec-
tion as an additional service to the main ones offered. Some
people running these businesses might decide not to make invest-
ments to secure the network or just to understand the regulatory
constraints. At the same time, consumers might stop using the
service of a shop or restaurant because the use of the wi-fi would
need identification and entering a password. The Advocate refers
to the example of outlets for fast-foods®'.

The Advocate also observed that imposing password protection
for the connection and to identify users would also entail retai-
ning users’ data. Only if users’ personal data is stored, together
with the IP numbers and the external ports through which the
users have established the connection, would it be possible to
trace the infringement back to that specific user.

These obligations are normally imposed only by commercial
ISPs. Such obligations would, in the words of Advocate Szpunar,
be disproportionate to people that offer an internet connection
as an extra activity to their principal one. In addition, it might

not be effective against copyright infringement, especially in the
case of peer-to-peer traffic>2. Advocate Szpunar finally claimed
that putting a password on free wi-fi would mean a disadvan-
tage for society as a whole, as free wi-fi offers great potential for
innovation®.

Reading McFadden again, the validity of password-protecting the
internet connection to strike a fair balance between the rights at
stake can be questioned: requiring users to identify themselves to
obtain the password and not acting anonymously does not allow a
fair balance of rights. Indeed, in the case of CNs, home access to
the internet would be mostly achieved through that connection,
unlike browsing from a shop. Examining the balance of rights from
the side of the CN could reveal a similar imbalance.

In addition, it can be noted that there are numerous ways to
implement password protection, some requiring no effort and no
control from the provider, where the end user can enter any infor-
mation without verification, with others requiring verification and
data retention (as suggested by the CJEU), a huge burden on the
CNs.

5.3 The applicability of the decision will depend of
the scope of national definitions of intermediaries and
economic operators

The effect on CNs might or might not be significant , depending
on the applicable national legal framework.

What was declared by the Court of Justice concerns injunctions
introduced by article 8.3 of Directive 2001/29 and article 11 of
Directive 2004/48 that are addressed only to ‘intermediaries’. As
there is no definition of ‘intermediary” in these Directives, the
interpretation of the CJUE should be considered. The court has
always dealt with ‘intermediaries’ that were economic operators,
such as access providers®. The court stated in the Tommy Hilfiger
decision that:

[flor an economic operator to fall within the classification

of ‘intermediary” within the meaning of those provisions, it
must be established that it provides a service capable of being
used by one or more other persons in order to infringe one or
more intellectual property rights, but it is not necessary that it
maintain a specific relationship with that or those persons®.

CJEU’s case law had also already clarified that for an economic
operator to be classified as an ‘intermediary” within the meaning
of articles 8.3, Directive 2001/29 and 11, Directive 2004/48, ‘it
must be established that it provides a service capable of being
used by one or more other persons in order to infringe one or
more intellectual property rights, but it is not necessary that it
maintain a specific relationship with that or those persons’®. In
addition, there is no need for the intermediary to propose services
other than the one used by the third party to infringe property
rights: it is enough that the provider offers services capable of
being used by a third party to commit the wrongdoing®’.

As the CJEU’s decisions refer to ‘economic operators’, the
McFadden judgment applies surely to those who provide an
internet connection as a main activity, as well as to those provi-
ding it as an ancillary activity to their main economic one (exactly
as Mr McFadden).

The question arises: would it be better for a CN — or for a gateway
node - to qualify as a provider, and to be protected by the liabi-
lity exemption and also its counterparts, including a possible
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injunction? Or on the contrary, would CNs be better off, and
would it be an option at all, if they do not qualify as intermedia-
ries and economic operators?

The qualification is indeed uncertain due to the specific nature
of their activities, first due to the non-profit but at the same time
non-ancillary nature of their activity, and second due to the archi-
tectural settings of mesh networks, making each individual node
an intermediary in the technical sense, but not in the economic
sense, if the spirit in which the Directive was written was to
target businesses rather than private individuals. This depends on
national law.

5.4 Interpretation according to German, French and
Italian laws

According to the McFadden judgment, if a CNs’ gateway node

is run by an economic operator, this node could be ordered to
password protect its wi-fi connection. In such cases, the owner of
the node will undergo both a positive and a negative effect derived
from the McFadden decision. The positive effect is the liability
exemption under article 12, Directive 2000/31. The negative effect
is that the owner could be the target of an injunction.

However, when the node owner is a private individual, it is not
certain whether injunctions ordering the individual to password-
protect a connection could or not be granted against a private
person. Since the CJEU’s case law does not clarify such an issue,
national legislation must be considered.

It would first be helpful to consider how the Directives were
implemented and interpreted, to understand whether the notion
of ‘intermediary’ has been construed to encompass also private
persons. If this was the case, then private individuals could be
subject to injunctions to stop third party’s infringement.

Going back to the German case law above illustrated, there
should be no doubts about the applicability of injunctions in

the German context to private people. This interpretation is an
analogy taken from the infringer of physical property and it does
not depend on the EU Directive.

The same can be said with regard to the French law. In these
cases, the gateway owner can enjoy the liability exemption, if he/
she is a private person. However, he/she could be the target of
injunctions. This would mean that there would be negative effects
on the same subject.

In the case of Italy, for instance, a person can be held liable for a
third party’s conduct only when a specific provision exists. This
means that a single individual cannot be held liable for someone
else’s conduct and cannot be the target of injunctions. The
McFadden case does not affect this situation. Hence, CNs — and
their gateway nodes — would be in a better position if they did
not qualify as intermediaries under the meaning of the CJEU’s
decision.

Some of them are already ISPs (in France in particular). But for
those wanting to promote open wi-fi, an option to circumvent the
effect of a ‘McFadden injunction imposing passwords’ could be to
create a separate entity (association) subscribing to a CN ISP and
sharing wi-fi. If they receive an injunction, the operation could be
transferred to a new legal entity (which would not be subject to
the password restriction).

The interpretation given by the Court of Justice in McFadden

could undermine CNs’ development. With regard to the sustaina-
bility of the network, if the gateway user has to bear the damages
caused by someone else and/or the costs of an injunction, this
could clearly be a deterrent for the opening of the network to the
internet. Indeed, ISPs were chosen as accountable subjects in the
internet environment in part due to their ‘deep-pockets’ and their
organisation as business companies. They do have the funding to
face damages and injunctions and they also have the structure to
analyse, prevent and bear the risks connected to their activity. This
is clearly not the case for CNs.

5.5 The impact of McFadden on the structural design of
community networks

A question worth asking is: what could CNs modify in their
features in order to avoid the negative consequences of the
Mc-Fadden judgment? In other words, can the decision affect
the shaping and the sustainability of ecology of CNs as alterna-
tive, peer-to-peer, commons-based solution to provide a service?
Which dimensions would be likely to be affected? Should CNs
take pre-emptive measures to avoid negative consequences, or
would a modification of the design be so disruptive that it would
signify the end of open CNs?

We analyse selected features of CNs and their possible relation
with the ECJ decision based on a previous categorisation of peer
production platforms according to their level of (de)centralisation
applied to five dimensions: ownership of means of production;
technical architectural design; socio-economic organisation and
governance of work patterns; rights and responsibility of the peer-
produced resource; and value of the output®®.

The ownership of the means of production can be understood
as the existence of a legal person with a status. The absence of a
legal representative poses additional constraints to the difficulties
which had been identified by the Advocate General.

The economic structure of the arrangement to benefit from wi-fi
can be variable and is a matter of importance since the existence
of a payment is mentioned in the decision as a criteria to deter-
mine whether the eCommerce Directive applies. Policies will
oscillate from the absence of a fee to subscriptions at different
levels for different categories of members, depending also

on their involvement in the CN. It would be difficult to assess
whether voluntary in-kind contributions (as manager of a node,
as rooftop caretaker, as community officer reaching out to new
audiences, as drafter of user documentation) would be assimilated
to a professional role.

The governance decisions on possible changes to bring to selected
features of a CN can be taken by a board, by nodes, or in the case
of a decentralised organisation, be impossible as they should be
implemented by all nodes which will not necessarily agree and
cannot technically be forced to.

They include possible modifications to the other dimensions

of the CN: the fee policy, the legal structuration, the technical
design, or terms of use, when they exist, and whether CNs could
or should amend their promises or exclusion of service. As for
liability disclaimers for possible wrongdoings by users, would they
be sufficient to relieve the other members from liability? Or, to
draw a parallel with hotels, we wonder whether asking users to
not commit copyright infringement before they sign up would be
considered a sufficient measure.

Finally, the most crucial aspect of the decision likely to affect CNs
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is the reflection on the implementation of the three measures
identified: password instead of keeping the network open, regis-
tration of user information, and data retention obligation. CNs
will have to evaluate the cost of implementing such measures,
should they become compulsory to avoid liability. They may be
too expensive or too difficult to implement, and compliance may
signify the death of the CNss, if too many individual nodes choose
to close, jeopardising the technical viability of the local network.

Probably, a recommendation could be to make or to maintain

a network as distributed as possible, and even more than they
currently are. Indeed, previous research on some CNs demons-
trates that they might not be as decentralised as they would like
to be**. In some cases, many nodes are actually owned by a single
person, who also manages and keeps the network running. These
are called ‘critical nodes’ and reflect a more general trend on

the re-centralisation of the web. If a node opened to the internet
is also a critical node for the functioning of the entire CN, the
imposition of an injunction or a claim for damages against the
owner might hamper not only the functioning of the node, but the
functioning of the entire CN.

This means that not only should the technical structure of the CN
be highly distributed, but also the ownership of the nodes should
be distributed, in order to distribute the governance and the risks.

6. Conclusions

While community wireless networks structural design and features
vary, the McFadden decision targeting open wi-fi could have
implications for their future. In this article, after describing the
specific nature of CNs in terms of architecture and liability, we
presented the EC) McFadden decision and the possible impact of
it on CNs. If considered as providers, they could have to imple-
ment technical measures, such as password-protection, in order
to avoid liability for infringement. The applicability of the liability
limitation to activities which can be ancillary and non-commer-
cial is not clear-cut, and requiring password protection could be
disproportionate and threaten the sustainability of CNs. The appli-
cability of the decision will also depend on the scope of national
definitions of intermediaries and economic operators.

Since there is no harmonisation of tort law in Europe, the only
relevant framework at the European level is human rights.

This opens up a discussion on the structural tensions between
Parliament and the courts in the field of human rights online, and
on how these tensions affect the room for manoeuvre of those
trying to shift the design of the internet and hence its politics. An
empirical field is community networks, and it would be interesting
to determine whether similar observations could be drawn from
other fields, such as open source cryptography projects.
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